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Alarm Fields in EPICS Records

# bi, bo Marginal (®) Marginal | | Hopeless
record(bi, "binary")

{

# Alarm states ) [Hopeless | Marginal (®) Hopeless
field(Zsv, MINOR")

field(OSV, "MAJOR")

# Display niceties
field(ZNAM, "Marginal")
field(ONAM, "Hopeless")

}
record(mbbi, "states") On Off ® On Overheated
{

# Alarm states

field(TWSV, "MAJOR") |Overheated | Off On (®) Overheated

# Display niceties
field(ZRST, "Off")
field(ONST, "On")
field(TWST, "Overheated")
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Alarm Fields in EPICS Records

# ai, ao, calc, calcout, longin, longout, ..
record(ai, "analog")

{
# Alarm limits

field(HIHI, "100")
field(HHSV, "MAJOR") 52.3 Fathoms LOLO LOW HIGH HIHI
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field(HIGH, "80") 10 0 10 20 30 40 50 60 70 80 9 100 110
field(HSV, "MINOR")

f%eld(LOW, "20") LOLO LOW HIGH HIHI
field(LSV, "MINOR") 86.3 Fathoms , @ )
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-10 0 10 20 30 40 50 60 70 80 90 100 110

field(LOLO, "0")
field(LLSV, "MAJOR")

# Alarm hysteresis
field(HYST, "5")

# Display niceties For historic reasons, need to setf both
field(HOPR, "110") a) one or more alarm threshold

field(LOPR, "-10") b) corresponding severity
field(EGU, "Fathoms")

field(PREC, "1")
}
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Alarm Fields in EPICS Records

L ] ’ L] L]

Perfectly fine Don't even think about it
record(ai, "only hihi") record(ai, "high as hihi")
{ {

field(HIHI, ”100") field(HIGH, "100")

field(HHSV, "MAJOR") field(HSV, “MAJOR")
} }
record(ai, "only high") record(ai, "odd order")
{ {

field(HIGH, "80") field(HIHI, "100")

field(HSV, "MINOR") field(HHSV, "MINOR")
}

field(HIGH, "80")

record(ai, "only low") field(HSV, "MAJOR")
{ }

field(LOW, "10")
field(LSV, "MINOR")
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EPICS PVs carry Values with Alarm Information

i BL1B_Nomad Vacuum ﬁ‘

- Analog records:
LOLO, LOW, HIGH, HIHI limits

— Binary records:
O or 1 state may alarm

Display Tools
- Indicate alarm state via
border
VAL: 10 . . .
HIGH: 5 What if nobody is looking at

HSV: MINOR

the screen at the time?




Alarm System Ideo

ﬂdarm System \

a D
1) Indicate alarms “
2) Detail: Which PV2 When? What valuez?.. ?heck X.YZ' ABC
4) Related Displays il Fred.
5) Keep alarms until A 4
acknowledged & cleared

€ 4

4 ) PV
PV VAL: 10
VAL: 20 HIGH: §
HIHI: 20 HSV: MINOR
HHSV: MAJOR

g J
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Basic Roles

« System Expert
— Provide useful alarm levels

- Explain what to to when alarm happens

o Conftrol System Engineer
Configure alarm levels

- Maybe create new alarm trigger PV
— Create displays
« Operations Expert
— Add alarm frigger PV to alarm system,
with guidance and links to displays
. erators

Handle alarms, helped by guidance

File Browser | IHC Alarm Ar (v ||¥&l BL1B_Nomad vacuum 32 e
, Not OK Pressure  Pressure
. aE-7 6.3E1
vvo1 ? TS v;oz
Band Width1  Band Width 2  Band Width 3 To Chopper — >
N
| | B o
Gvo1 css
Pressure £ . Pressure Pressure
ressure
o T Caska | 61— 8262
IHC Alarm Tree Pressure Pressure Pressure Rvoz
=T E 2.6E-2 2.16-12 Pressure
X = 7.6E2
» BB NOMAD = @ 55 T5e Pressure 1
» BL-2 BASIS 6
» & BL-3 SNAP RVO4 Y rvos I—}{ RVOS Loy ot Screw Lina RPOZ
» BL-4A MR y <
» BL-4B LR .
» BL-5 CNCS |
» BL-6 EQSANS
» @ BL-7 VULCAN IHC Alarm Table
Active Alarms: 0 - ° * [x]
v { BL16B VISION
PV Description Alarm Severityv  Alarm Status Alarm Time Alarm Value PV Severity
» Choppers
» DAS
v @ Detectors No active alarms
PV: BL16B:Det:HV:Alar
PV: BL16B:Det:HeComj
if PV: BL16B:Det:PS:A| || Acknowledged Alarms: 5
PV: BL16B:Det:nED:Stg PV Description Alarm Severityv  Alarm Status Alarm Time Alarm Value PV Severity
BAEES %) BL9:SE:SS:GlobalAlarm Beam Line 9 Slim Sam Magnet Ramp Failed UNDEFINED_ACK  Disconnected 2018-10-30 22:28:27.334 UNDEFINED
Kileaicpetecton %) BLO:PM:ILK:Alarm Beam Line 9 Pulsed Magnet Coil Alarm UNDEFINED_ACK  Disconnected 2018-10-30 22:28:27.334 UNDEFINED
» Sample Environment i BL3:SE:Lakeshore:ALARM_SUMMARY Beam line 3 sample environment Lakeshore alarm ~ MAJOR_ACK STATE_ALARM  2018-11-05 09:32:01.371  Alarm MAJOR
» Tzero Chopper BL7:CS:Stat:SkfChoppers beam line 7 Chopper Problem MAJOR_ACK HIHI_ALARM 2018-11-04 20:41:03.774 1.0 MAJOR
b \acuum & BL16B:Det:PS:AgilentAlarm Beam line 16b Detector Low Voltage Power Supply  MAJOR_ACK STATE_ALARM 2018-11-04 13:41:18.259 Detector LV... MAJOR
» HFIR v
¢ s lle 5



Implementation

CS-Studio Alarm Ul

Phosbus (on I-dassrvLsns gov)
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» BL17 SEQUOIA

bl

o Ao s 1.
oL inusas ] w Descroton Nomsevry Aumsuts | AsmTme  Aemvalie Pvseverty | Pvstaus
i e asoNpLTIOLE [ p—— wivon WA T, o WA

»eusaics
»LeEasis

» BLTVULCAN. <
»BL9coReLl
» BL16B VIO
» AR
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BLIIBDet:CaenHVALA! Jarm Beam ine 110 datector high vatage alarm

l PV I I PV I
For details of implementation, see CS-Studio Alarm System Based on Kafka,

PV PV
https://accelconf.web.cern.ch/icalepcs2019/papers/wesh2001.pdf
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https://accelconf.web.cern.ch/icalepcs2019/papers/wesh2001.pdf

Initial Setup

hitps://github.com/ControlSystemStudio/phoebus/blob/master/app/alarm

1. Install Kafka (typically as Linux service)

2. Check that "Accelerator” config exists
cd /ics/tools
./list topics.sh
./monitor topics.sh Accelerator

If nothing shown:
./create alarm topics.sh Accelerator

3. Start alarm server (typically also as Linux service)
cd /ics/tools/alarm-server-*
./alarm-server.sh
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https://github.com/ControlSystemStudio/phoebus/blob/master/app/alarm

Configuration for ‘Fishtank’

 Open CS-Studio Applications, Alarm, Alarm Tree

e Right-click, Add Component
- Node “Fishtank”
- Add Guidance and Display link

Configure Fishtank

Path: /Accelerator/Fishtank
Guidance:

Title Detail an
Fish Care Feed the fish
Displays:

Title Detail ar
Display fics/opi/Display Builder/fishtank/heater.bob

< >
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Configure /Accelerator/Fishtank/training:heat_.V - O

Configuration ...

Alarm Count [within delay]: | 0

Enabling Filter

e Right-click on new "“Fishtank”, Add Component = ..
APV “training:heat_V”
O Description
Anything’s better than the PV name

QA Specific Guidance and Displays
Should have guidance. Otherwise, why is this an alarm?e

QA Enabled? Latche Annunciate?¢
Usually: Yes, otherwise: Why bothere we—l

QDelay?
Hack for noisy alarm trigger PVs

Q Automated Actions
A mailto:fred@google.com

Accelerator Alarm Tree X
Accelerator ~ t f':'
v Fishtank
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Example Alarm Workflow

Suggested “Alarm” layout:
« Cause an alarm

caput training:setpoint 60 Alarm Tree to the left,

Alarm Table at the botftom,
both “locked”
e Inspect Alarm

- Watch as alarm
is indicated NE

- Open associated ==
display

220 Voltage:
i 93V
Temperature:  Temperature: 3 s
25¢C 9%6.8C Power:
aion T ac 718
0.0100 Controller
' I Prop. Gain Integral Gain Diff. Gain
Heat Capacity: Outpu:
O e 0010 100000 50000 0.000
Ser Error al  Integral Limit
- - 0.0 20,000
Stat
K

nsor: Err. Integr:
33333 18.648
warm ...
— ACKNOWIE e s {4 I
£8
o
g =+
s ]
w3
s 1>

- Reduce setpoint
- Clear ’

Accelerator Alarm Table X

Active Alarms: 1 Accelerator ¥ W@
HIGH FLUX
ISOTOPE
REACTOR

SPALLATION PV Description Alarm Severity Alarm Status Alarm Time Alarm Value PV Severity PV Status
NEUTRON trainin g:heat_V trainin g:heat_V HIGH_ALARM 2018-11-05 11:01:56.258 110.0 LINK_ALARM
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Al O rm Tre e Accelerator Alarm Tree X

Accelerator ~ 5 -

\ A

« Primary configuration tool S ik

i i [ S B siene = MATOR/LOLOHBRINDNEN
e Hierarchical & eariz

v Acknowledge

— GUidonce' Displgys Opply TO SUb_ [® Copy PV to Clipboard
nOd eS Qf Data Browser
|ty PV Table
E PV Tree
/7 Probe

o OperOTiondl Useful '|'O &< Configure Item

E, Rename Item

— Check if numerous alarms originate in e
the same arec
- Acknowledge or disable complete S A
subtrees

& Print...
[5] save Snapshot...
4 Send Email...

¥ Send To Log Book...
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Alarm Table

e Primary operations tool

e |[dedlly empty
« View/sort/acknowledge alarms
« Open guidance and displays

Accelerator Alarm Table X
Active Alarms: 1 Accelerator ¥ o)

PV Description Alarm Severity Alarm Status Alarm Time Alarm Value PV Severity PV Status
@& sim://sine sim://sine MAJOR LOLO 2018-11-05 11:15:39.244 -4.7552825... OK NONE

Acknowledged Alarms: 1

PV Description Alarm Severity Alarm Status Alarm Time Alarm Value PV Severity PV Status
. training:heat_V training:heat_V MINOR_ACK HIGH_ALARM 2018-11-05 11:15:42.257 110.0 LINK_ALARM
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Alarm Area Panel

Accelerator Alarm Area Panel X

A
Useful for ‘Overview
Displays’
Indicates
‘Ocross 'I'he room’: Fishtank Front End
All OK?
\_
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Alarm Annunciator

I Accelerator Annunciator X |

. . . . Accelerator ¥ \ \‘H Clear Messages [
Annunciates the description — _ : : e :
Time Received v  Severity Description
of alarms 2018-11-05 11:12:47.779 | M/NOR  MINOR Alarm: training:heat_V
2018-11-05 11:12:30.282 ¥ MINOR MINOR Alarm: training:heat_V

Basic “heads up” to check
alarm table for details

J Accelerator Annunciator X

| Accelerator v | & | Clear Messages |

Time Received v  Severity Description
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Alarm System

o Alarm Server monitors PVs, fracks alarms

e Alarm Tree to configure
- PVe
- Guidance?

File Browser | IHC Alarm Ar ‘v ICS Gateway | BL16B_Main | Agilent PS X

Sum Status Voltage Prot. V Current Over Over Over Details
Voltage  Current Temp.

I I I I 1] I H
. LV 3V . ON i 338Vij 1500Vlj 2552Al; OK 4 OK ! ok |
—_ 2 { i! i j I il i i
D IS p | O yS ~ LV 4v . ON i 4.43 Vi! 15.00 Vj i 33.247 Aj i OK il OK i OK i
f il i L j ! if if i

LV -4v . ON if= 4.42 Vj! 15.00 Vj i 14589 Aj i OK il OK il OK i -
f H i ! i f it if i

Gl wiv @ on i 1331Vij 2400Vl 1985Al; ok § ok Ij ok [

e Alarm Table, e WS  .....e
Area Panel,
Annunciator
to use

- Acknowledge

PV: BL16B:Det:HV:Alar
PV: BL16B:Det:HeComj

BL-2 BASIS Time In Alarm 78553 secs SuggeSTed LOyO UT WITh
@ BL-3 SNAP Debounce Time 5 “IOCked” CIIOrm pOneIS

BL-4A MR
Debounced Alarm @
BL-4B LR

BL-5 CNCS i
BL-6 EQSANS

5 BL-7 VULCAN IHC Alarm Table
(%) BL-9 CORELLI
A7 BL16B VISION

VWY Y VNYw

Active Alarms: 0 v o * (%]

4

PV Description Alarm Severityv  Alarm Status Alarm Time Alarm Value PV Severity

O D M | @ PV: BL16B:Det:PS:A Acknowledged Alarms: 5
p e I I IS p O yS PV: BL16B:Det:nED:Sta PV

Description Alarm Severityv Alarm Status Alarm Time Alarm Value PV Severity
PAABES (7 BL9:SE:SS:GlobalAlarm Beam Line 9 Slim Sam Magnet Ramp Failed UNDEFINED_ACK  Disconnected 2018-10-30 22:28:27.334 UNDEFINED
¥:Leak;Detector @) BLO:PM:ILK:Alarm Beam Line 9 Pulsed Magnet Coil Alarm UNDEFINED_ACK  Disconnected 2018-10-30 22:28:27.334 UNDEFINED
r:SampleEavironment i BL3:SE:Lakeshore:ALARM_SUMMARY Beam line 3 sample environment Lakeshore alarm  MAJOR_ACK STATE_ALARM  2018-11-05 09:32:01.371  Alarm MAJOR
%OAK RIDGE I'-|S|81H0FPLEUX ziﬁ%{cmw : ;Zaec:j"us]h"ppe’ 4% BL7:CS:Stat:SkfChoppers beam line 7 Chopper Problem MAJOR_ACK HIHI_ALARM 2018-11-04 20:41:03.774 1.0 MAJOR
National Laboratory REACTOR SOURCE Wl 4 [L BL16B:Det:PS:AgilentAlarm Beam line 16b Detector Low Voltage Power Supply MAJOR_ACK STATE_ALARM 2018-11-04 13:41:18.259 Detector LV... MAJOR
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